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‘This deeply researched book, written by one of the most authoritative, 
experienced and creative voices in the wider infosec community, is an 
inspiration and a revelation. Its core conceptual contribution is the long-
overdue distinction between presence-based and event-based offensive 
operations. Moore’s analysis and findings will shape the debate on cyberwar 
for years to come.’

— Thomas Rid, Professor of Strategic Studies, Johns Hopkins University, and 
author of Cyber War Will Not Take Place

‘No national cyber programme is the same–Moore’s work illustrates the complexities of offensive cyber operations 
through the lenses of the most capable nations who employ them, their strategic goals and their methods for doing so. 
A very useful framework!’

— Lauren Zabierek, Executive Director of the Cyber Project, Belfer Center, Harvard Kennedy School

Cyber-warfare is often discussed, but rarely truly seen. When does an intrusion turn into an attack, and what does that entail? 
How do nations fold offensive cyber operations into their strategies? Operations against networks mostly occur to collect 
intelligence, in peacetime. Understanding the lifecycle and complexity of targeting adversary networks is key to doing so 
effectively in conflict.

Rather than discussing the spectre of cyber war, Daniel Moore seeks to observe the spectrum of cyber operations. By piecing 
together operational case studies, military strategy and technical analysis, he shows that modern cyber operations are 
neither altogether unique, nor entirely novel. Offensive cyber operations are the latest incarnation of intangible warfare–
conflict waged through non-physical means, such as the information space or the electromagnetic spectrum.

Not all offensive operations are created equal. Some are slow-paced, clandestine infiltrations requiring discipline and 
patience for a big payoff; others are short-lived attacks meant to create temporary tactical disruptions. This book first seeks 
to understand the possibilities, before turning to look at some of the most prolific actors: the United States, Russia, China and 
Iran. Each has their own unique take, advantages and challenges when attacking networks for effect.
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