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ABOUT THE BOOK
Digital forensics deals with the investigation of cybercrimes. With the growing deployment of cloud 
computing, mobile computing, and digital banking on the internet, the nature of digital forensics has evolved 
in recent years, and will continue to do so in the near future.

This book presents state-of-the-art techniques to address imminent challenges in digital forensics. In 
particular, it focuses on cloud forensics, Internet-of-Things (IoT) forensics, and network forensics, 
elaborating on innovative techniques, including algorithms, implementation details and performance 
analysis, to demonstrate their practicality and efficacy. The innovations presented in this volume are designed 
to help various stakeholders with the state-of-the-art digital forensics techniques to understand the real world 
problems. Lastly, the book will answer the following questions: How do the innovations in digital forensics 
evolve with the emerging technologies? What are the newest challenges in the field of digital forensics?

For any queries, please email us at marketing@feelbooks.in

Innovations in Digital Forensics

READERSHIP
Law enforcement agencies involved with digital forensics, industry practitioners in digital forensics, academic 
and industry researchers in cybersecurity and forensics, undergraduate and graduate students majoring in 
digital forensics and cybersecurity.

CONTENTS
•	 Introduction
•	 Current Challenges in Digital Forensics
•	 Digital Evidence Collection in IoT Environment
•	 Optimizing IoT Device Fingerprinting using Machine Learning
•	 Evaluating Deleted File Recovery Tools per NIST
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•	 Forensic Data Analytics for Anomaly Detection in Evolving Networks
•	 On Offloading Network Forensic Analytics to Programmable Data Plane Switches
•	 An Event-Driven Forensic Auditing Framework for Clouds
•	 A Multi-Level Proactive Security Auditing Framework for Clouds Through Automated 

Dependency Building
•	 Conclusion
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